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Copyright and Limited License Notice

This documentation and all example code provided with it are copyright EC Data
Systems, Inc. These materials are provided under a limited license only for the purpose of
an existing or potential customer evaluating and potentially implementing fax
functionality using the FAXAGE Internet fax service. Any other use, copying, or making
of derivative works is strictly prohibited unless the express written consent of EC Data
Systems, Inc. is obtained in advance of such use.
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Welcome to FAXAGE! We are excited to have you on board and hope that your
experience with our software will be both pleasant and productive. The FAXAGE
application is designed primarily based on user feedback. If you have suggestions or
comments we would love to hear them.

In order to get help, we recommend that you email support@faxage.com. It is our goal to
answer your support queries the same day if possible and by the next business day at the
latest. In addition, feel free to call our office at (800)853-3293 x 200 at any time. We are
generally available to answer the phone Monday through Friday from 9:30 AM to 4:30
PM Mountain Standard Time, but will return voice mails left at other times.

This user’s guide takes a functional approach to describing each component of the
FAXAGE system and its use. We hope you find it helpful in learning how to use the
system as well as for use as a reference over time.
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The major components of the FAXAGE web site application are as follows:

= Administrative Tools — These allow you to set your personal preferences such as
your email address and password as well as to maintain your ‘phonebook’ in the
system. If you are designated as a ‘manager’ for your organization, you will have
additional options as shown in the table below (regular users can only use the ‘My
Account’ tools). The various administrative tools are grouped into categories as

shown
My Account Personal account tools
Change Email/Password | Change email or password
Phonebook Frequently dialed numbers
Company Settings Overall account administration

Auto Purge Faxes

Set the system to delete records of
faxes sent and/or received
automatically after a certain time
period

User Accounts

Create and delete users within
your company and reset
passwords for existing users if

they forget them
Update Credit Card Update your payment information
Set Fax Tagline Modify the ‘tagline’ that appears
at the top of faxed pages
Set Login Company Set an alias to use for logging in

to the website, rather than using
your ‘Company Number’ that is
assigned during setup

Set Timezone

Set the timezone that the system
uses on fax notifications, website
reports, etc.

PGP Keys

Manage PGP keys to be used for
secure faxing via email

QOutgoing Fax Settings

Settings related to sending faxes

Notifications

Set options for your company
related to the confirmation emails
that are sent back when sending
faxes using your email

File Types

Controls addition of HTML and
Text documents by default when
sending faxes using your email

Resolution and Retries

Sets the number of retries and
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resolution to use for outbound
faxing

Cover Sheet Sets up FAXAGE to auto-
generate coversheets for faxes
sent

Incoming Fax Settings Settings related to receiving faxes

Email Routing Set up any of your fax lines to
email a copy of faxes that are
received to one or more of your
users

Incoming Fax Format Set received faxes to be in either
Adobe PDF or TIFF Image
format

Caller ID Blacklist Block certain numbers from
sending faxes to your account

Secure Email Turn on capability to receive a
secure link to download faxes
instead of the fax attached to the
email itself and/or to use PGP
encryption

Website Count Display Turn on or off the summary
counts of ‘new’ faxes received in
the website to increase
performance

Fax to Email Preview Turn on or off preview images of
the first page of received faxes
you get in your email

Reports Account administrative reports
Month-To-Date See a summary of your current
Charges/Calls billing cycle amount, access

detailed call records for the
current month to date.

Busy Calls Report of any inbound calls that
have received busy signals if you
do not have a ‘never busy’ type of

account
Billing History and Call | See historical billing invoices and
Details call details for your account.

In addition to the ‘Admin’ tools, the following general areas of functionality are available
in the FAXAGE website:

= Lists — Tools for maintaining and finding lists of frequently faxed people
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= Folders — Create unlimited folders to store your faxes in. Managers can set
security on folders to allow only certain users to have access to them

= Status — Outbound fax job management and status viewing

= Receive — Check for new faxes and download or open them. Managers can set
security on lines to only allow certain users to view them

* Send — Send faxes to individuals and groups of people using list entries (from the
Lists component) or by manually specifying the name and number to send to. The
types of faxes you can send are:

o Upload Files — Send a fax by uploading the file and specifying the entries
from lists to send to, manually entering or using recently faxed numbers or
‘phonebook’ entries. This form of sending also allows for an optional
coversheet to be created in the website

o Free Form Fax — Simply type in the cover sheet details and send them
without uploading a file at all

Additional Component Summary

In addition to the web site application, FAXAGE also provides the following
functionality:

* Email to Fax — Send an email and have the attached file faxed out. See the
FAXAGE-email-sending.pdf document for a more detailed guide

= Fax to Email — When a fax is received, it can be emailed to you automatically.
This is set up by default for the email you type in when signing up. To add other
emails see the ‘Email Routing’ section under ‘Admin’ in this document

=  Web API — Web-based (HTTPS POST) API for both sending and receiving faxes
via your own custom application

= Additional Features — Additional features such as customizing the tagline at the
top of fax pages, adding your logo to cover sheets automatically, adding standard
‘disclaimer’ texts to cover sheets and receiving transmittal pages for sent faxes
can all be configured with the admin tools available in the FAXAGE website

The remainder of this guide is dedicated to a step-by-step exploration of the procedures to
use the functionality in each component described above.
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Understanding Users, Managers and Security

Before we begin an in-depth exploration of the system, some conceptual detail needs to
be provided regarding FAXAGE security.

Organizations

Essentially, as a user of FAXAGE, you belong to a ‘company’ or ‘organization’ that is
set up within the system. This setup is necessary to make sure no one from any other
company who uses the system will have access to any of your information.

Users

Within your company, there can be an unlimited number of ‘users’. Each user represents
a person who can log in to the system by providing a user name, a company number and
a password as well as someone who can potentially send and receive faxes using the
email address associated with their user account.

There are two kinds of users: Managers and Regular Users. Generally, we will refer to a
regular user as a ‘user’ and a manager user as a ‘manager’. If your account is the first one
set up in your company by us, we will have set you up as a “‘manager’. The differences
between managers and users are detailed throughout the descriptions of system functions.
The functions labeled ‘Managers Only’ will only be able to be performed by manager
accounts. Managers are additionally able to access any folder in the company and any fax
line in the company as well as view the faxes sent by anyone in the company. Users, on
the other hand, must be granted access to folders and fax lines by managers; otherwise
they will not have access to them. Users can never see anyone else’s sent faxes but their
own.

NOTE: When setting up new user (non-manager) accounts, it is essential that you then
visit the ‘receive’ page and give them access to at least one fax line and/or specify this
when adding the user (a drop-down is provided on the Admin screen where users are
added). Otherwise, the new user will be unable to send or receive faxes using FAXAGE.
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Logically, using the FAXAGE system begins with logging in. To do so, point your web
browser at http://www.faxage.com and click the link that says ‘login’ in the upper right of
the screen. Once there, you should be presented with a screen that looks like this:

FAXAGE S

raliabla. cogl-afledive. seoum.

Feime Conpare logir

FAXAGE Lo

wsername [ ]
Company [ ]
password [ ]
ik Bere if yous haes forgokten your peszword
Froduct Supcort: veppart i@ taxspecom

13021991 -4
|=0IRE3-Faxa

Type your Username, Company number (provided by the automatic setup process via
website and confirmation email when you are set up. See the ‘Admin’ function ‘Set
Login Company’ in this guide for directions on changing this) and Password in the spaces
provided and click the ‘Login’ button. A ‘forgotten password’ link as also available on
the login screen. The link will reset your password and email you a new one if you have
forgotten it.
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Once you have logged in, you will be presented with the Main Menu screen. The
components of the Main Menu are as follows and are labeled on the screen shot below:

= New Fax Status — You are presented with a quick summary of all fax lines that
you can access and how many ‘new faxes’ there are in each. A ‘new fax’ is one
that has been received on the number associated with the fax line that you have
not yet viewed through the website. The designation of ‘New’ is on a per-user
basis. You may click the arrow button next to each line to quickly open the
receive screen to that line and view any new faxes. This is a shortcut to a place in
the ‘receive’ screen which will be covered later

= System News — EC Data Systems will periodically post messages of interest to all
users of FAXAGE in this area. Notices of upgrades, planned maintenance, new
features, etc. will appear in this area for your reference. In addition, we sometimes
make announcements to our users via email as well

= The Navigation Menu — This menu stays consistent from screen to screen within
FAXAGE

»  The Logout Link — From any screen, you can click the word logout on the right of
the Navigation Menu to log out of FAXAGE

mair sand recalve folders lists admin logaut

ey P SEBALIS FROKGE Syt vt
Heed Help? Call (30139910020 or emal support@fagane, oes
Line RHF | view
Famis
W0 Local Fat - Doaumentston &valabls:
[EER0L S0 L* :] Llper™s Guide
FAKAGE RF] Dacumentsfion

FAKALGE Fead Sending [ Fmed 0 Fax Gabeyraw | Doopeseadabgs

e fax status Evelanmy e
i navigaton meenu

EC Data Systems Copyrighted Material - Patent information available at http://www.faxage.com/patent_notice.php
Page 11 of 71



FAXAGE?

Administrative Tools

User’s Guide

To access the Administrative Tools, click ‘admin’ from the Navigation Menu. Once
there, you will be presented with a series of options as previously detailed in this guide.
You can choose an option directly or click one of the icons to receive a page that
describes what each of the options under that category is used for

FAXAGE?

| My mocoupt
‘ | Chmarege Frmadll FRAsywnro
il | | Phosatas
Costiguaary Satings

AalD Paigd Fides

Lipidate Crudit Card
2N

St Livghin oy
| S PP Hiys
Update Conlet Lala
||
Oeatgoling Fhx Settisgs
'l
' MotHicstion=

Wesaliutson il Holts

T conineg Fax Saltings

Emall Raating
Csllasr LIF HlackRs
Wiilait Coasi! CHaplasy’

Mosih-To-Oate Charges fCalls

Eilllsg H oy aid Call Dotsils

main = Teceie

Lisid BCLoiiils
=1 Fax Taullia
Sl T i s

il Aol Dol

HosgeictL Aridivies] Fan Wbl

File Types

Coarwief Shoot

Hicoanasg Fas Fommns
Saegiiru Eniall

Faix to Ednsdl PFuyldis

By Cally

Sl Logs

lists admin lopoaA

Below is an example of a ‘description page’ that would come back if you clicked the
‘Outgoing Fax Settings’ icon on the screen above. You can go to the tools by clicking on
any of the links on this description screen, as well as go back to the main admin menu.

FAXAGE>  [RE0

B T e e

dal Back te Main dssses Menn

Sand

Oetning Fas SeTtisgs
® Hutficatinns Fat which notfiratiens FAXAGE sends back to vou when vou fios from wour emad
Fils Types Fat which bypes cof fles are Exond by FAICATE when you B Eom yoor emal
Resolubiss sed Rebries  Tatibe default rasolubion and mamkar < retoes when vou send fges
Cawer Sheet Fat defavdt power shaet options and logs
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Change Email/Password

The first option under the ‘My Accounts’ section, available to all users, is called Change
Email/Password. By selecting this option, you will be presented with a screen to change
your password and/or to change the email address associated with your account as
shown:

FA..KAGE y main SR M status folders lists admin lizacyoi it

vl i o] e e e

il Back in Mass Bdmin ke

U thiks soraan bo e sed your accaunt infomiaton sodh o5 amell addmes and password.

5
;-."ﬁ Chatept pour Exeadl AdilFuss
L
CurFant Esall  crowattsdecdatacis oom
changa Email To | "’ mype anew emal address van-:l_ﬂ}e-n
et cBck here to change your email
-
! :,:\{ Chgnge Your Password
'\i-"l w
Trwd fiawr Passward | - type your new password twice and then
Confirss v Dassward | [‘E"}_——f_ click here to change youwr password
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The next option under ‘My Account’, available to all users, is called Phonebook. By
selecting this option, you will be presented with a screen to add and remove ‘phonebook’
entries, which are available for quick selection when sending faxes using the website

FAX AG E y main = e e gkatus faslders lisks admin lizacyoi it

vl e ol e i e

“ Back fo Maes Kdmin Mes

Priebelel Bete. i BB SgEs ACCaLINT
By addireg erkiias to your phonabook, thay will ke ebed in tre drop-down Tor guick aocess whan serding Tases though the FAXAGE wabsita.

P Bkt el
Romssber 503 | - 555 - fizndl | B
Lurrent Phonebook Entrées

———"fype in an entry. then click here to add &

Hame Mumber Ermoue fres Bt o click hare to remove this entry

EC Data Systems [303]991-2021 {’Er‘_”__
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If you are a manager and you choose the Auto Purge Faxes option under the ‘Company
Settings’ section, you will be presented with the screen below. There are detailed
instructions as to what each setting does on the screen as well as here:

Auto Purge Sent — If you set this to anything other than 0, records of sent faxes will be
automatically deleted after the number of days you specify. This can be helpful to keep
the ‘status’ screen from getting crowded with faxes and taking a long time to display.
However, you always have the option of deleting sent faxes from the status screen
individually if you do not want to use this option. ‘0’ means never and is the default
setting unless you change it

Auto Purge Received — If you set this to anything other than 0, faxes that have been
received but have not been filed in your folders will be deleted after they are older than
the number of days you specify. Again, this option is a convenience, you can always
delete faxes by hand. ‘0’ means never and is the default setting unless you change it

FA A._-E.’. main sand racaeive fialders lists admin lagouk
vy

ks e oferes L

A Beck b Main Adsiis Mani

oubo Purge feabares belp you kn menege Fxies that pou have recerved and =snk The following opbions are svalabls;

® outo-punges sent lets you specly thes rumber of days that records of faxes you have senk out will remsin on the system, Getting this to s
remsonabls lmik makes it Faster and sa=er ko view your sent F records

® furto-purges recered kst you specfy the numbsr of days thet 8 fax should stay m the recsived cuess for g ine befors it iz sotnmetcslby
delstrd, Thiz does not spply bo fages thosk yo beve fled noyour folders, which ars kept okl you celebe them, Using this option Fedpe pou to
plear Lp the fases thak ars sikbng ©pour fe ines srd sre not being fled for fubure refe rerces

fstn-purge wesd affer | 1 =] dayps= g0 mesars never pungs| oltgomnyg setting
fgin-purne rrl:tnﬂ-llttrl i Hd-arr:- 40 means never punge - Doss not aoply to fawes stoned in tolders] neaming sethng

click to apply changes to settings
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If you are a manager and you choose the User Accounts from the ‘Company Settings’
section, you will be presented with the screen below. From this screen, you can:

* Add anew user

= Make an existing user a manager or not and edit other properties such as full
name, login, email address and reset password

= Delete a user

= Lock a user out. This keeps the user from logging in, but does not delete the
account. This might be useful for someone who will be gone temporarily

This screen will not allow you to modify certain properties of or delete your own account.
Create another manager user and log in with that account if necessary to edit your own
settings and/or use the ‘My Account’ tools to change your own password. The example
below is logged in as ‘manager’, note the settings that cannot be changed for the currently
logged in account

FA}{ AG E ’ main receive skatus folders lisks admin fogout

el B-ock 0o Hhin Adbvkn Euriii | Lt ey |ck 1 suibenlt

Add = Hew User ?
Mntbes Hamsgers oy boomstically bave |
Tl 2=codsss o all lines Mot Fer
Fustl Noacres Email Login Pasmword  Manager? Agdd Permizsions io Line Imcoming? |
| Mo Access v {30l -
PR Exiytieg LRE St tper step 1 - make cHanges ZFck 1o opaly charge
Atser Full Name Emall Login Change P Ll L:;uiﬁd UIT:;,“ Db |1 ner
[ B = joa Edamain.com ] ] W . B b
B am Jimi daman. o lipard ] 0 B =
B 8o tiob Gdoman.com bk ] [ B =
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This screen allows you to enter new billing details into the FAXAGE system. Any new
information entered here will overwrite previous information and will be used for all
future billing activities. Note that both this screen and the ‘billing” screen display the last
4 digits, card type and expiration of the current billing information for your reference.

FA x ;E;-Elj mair gend recejve stabis fialckers lists admir logout
L ards ——

Al Back ba Main Adees Menn

Carrddd payiment ssethod: Vs enley i 1334 eapifag 00710
e s formn to updats pour bilieeg information on fle.

Card Type Viss -]
Card Mumber (e Dashes) |
Exgirstion Datae 0% | Sairg ] 1'|||HI 20 1'|

Cairdl Siacerity Cola |
12 or 4 digrts on back of card)

RO e s |

Billing Addrass |
Lity |
Stetm, Zip A =l |

Phone Mumhber H H |
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Set Fax Tagline — Managers Only!

A tagline is the line that appears at the top every page when a fax is sent. By FCC
regulation, all fax senders must identify themselves with, at a minimum, a valid fax
number in the tagline.

By default, the FAXAGE tagline contains the From: the company name or contact name
(if the company name was blank) specified when you signed up, your initial fax number
on the FAXAGE system, a date/time stamp and a page count (page 1 of 2, etc.). No
FAXAGE name or branding is present in the tagline.

This screen allows you to change the ‘From:” name and the fax number that appears on a
company default and a per-user basis. Per-user settings override the company default
setting for the specified user.

Note that the number to use is a drop-down of all numbers you have on the FAXAGE
system (due to ensuring compliance with the FCC regulation mentioned previously). If
you wish your own fax number that is outside of the FAXAGE system to appear (for
example, if you have a fax machine for receiving and just use FAXAGE for sending),
please email support@faxage.com and we can add a number to the dropdown list for your
account. Please note that we will validate that the fax number you supply us with is valid
and belongs to you before we will make the change.

F A AEE’ mair send receive folders lists admin logout
e e

N A E )

A Bk b Main Adess Meni

This sereen sllow s you to set the tagine’ (e ‘From’ and phone number that appear st the top of your fawes), vou can s= the following tagines:
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F'Ax AG E User’s Guide
Set Login Company — Managers Only!

When you sign up, the FAXAGE system auto-generates an ‘account number’ that is used
in the ‘Company’ field when you log in to the system. While the account number remains
unchanged, you can use this screen to change what needs to be typed into the ‘Company’
field of the website when logging in to something easier to remember.
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FA x AG E User’s Guide

Set Timezone — Managers Only!

The ‘Set Timezone’ screen lets you specify the timezone as a company default and for
each of your users. Specific user settings override the company default setting. By
default, all FAXAGE system times are in MST/MDT unless changed here. Changing
these settings causes FAXAGE timestamps on the website, in emails, and on fax taglines
and transmittal pages (when sending) to reflect your local time.
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FAXAGE

PGP Keys — Managers Only!

User’s Guide

The ‘PGP Keys’ screen lets you specify a PGP key to be used to encrypt faxes that
FAXAGE receives and then emails to your users. The PGP key is specified on a per-user

basis. This screen also has a link to download our PGP key, which can be used to encrypt
faxes you send from your email.

After adding a PGP Key for a user, remember to visit ‘Secure Email’ under ‘Incoming
Fax Settings’ in order to turn on the PGP encryption for faxes received by that user.
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Close Account

User’s Guide

Provides directions on how to email us to close your account.
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FAXAGE

Update Contact Info — Managers Only!

User’s Guide

The ‘Update Contact Info’ screen allows you to update the billing and authorized account
contact information for your FAXAGE account.
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FAXAGE’

Request Additional Fax Number — Managers Only!

User’s Guide

This screen allows you to look through fax numbers that FAXAGE has available and
request that one be added to your account. Note that fax numbers have a cost, dependent
on your pricing plan. This screen provides information as to the cost.
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Notifications — Managers Only!

Notifications is the first option under ‘Outgoing Fax Settings’. By default, when a user
sends an email to have it faxed (See the ‘Email to FAX’ section of this document for a
description), two confirmation emails are returned:

= A ‘Successful Receipt’ email stating that the submission was received and that the
job is being queued for sending

= A ‘Transmission Status’ email stating the status (success or failure) of the fax
transmission, once the job is actually completed

By using this screen, you may enable or disable either or both of these emails on a
company-default basis and on a per-user basis. Differing per-user settings override the
company-default for the specific user who has that setting.

One company-wide option on this page is the ‘Transmittal Page’ option. By setting this to
“Yes’, the ‘transmission status’ email (referenced above) will have a PDF attached that
looks like a transmittal generated by a fax machine (key details such as date/time,
destination, number of pages, duration and a reduced image of the first page). This is on
or off on a company-wide basis, so all users will receive transmittal pages if it is turned
on (provided that they are set up to receive the ‘transmission status’ email in the first
place).

A second company-wide option is the ‘Email Subject’ option. This causes the
“Transmission Status’ notification to return the subject line of the original email to the
user for tracking purposes.
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FAXAGE”
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User’s Guide
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FAIAGE’

File Types — Managers Only!

User’s Guide

Text and/or HTML attachments are not enabled by default when using the email interface
to send faxes. This is because the body of an email usually contains both an HTML and a
Text version. In general, then, turning one of these on will result in both the body of the
email and whatever Text or HTML documents are attached to be added to the Fax job.
The body is always included before any attachments, so this could be used as a ‘cover
page’ of sorts. Note that the cover sheet administrative tool (detailed later in this guide)
can be used to include the email body on the cover sheet. If you do that, you should not
also do the Text or HTML option here.

It is usually undesirable to turn on both, because this will result in two copies of the body
of the email being sent (assuming you have a mail client such as Outlook that generates
both Text and HTML ‘versions’ of the email body).

The settings for including text and/or HTML attachments by default can be specified as a
default setting for your entire account and as per-user settings, which would override the
company default if they differ for a particular user.

Also available on this screen is ‘JPEG/GIF’. Turning this off can result in graphic email

signatures not being included in outgoing faxes as separate pages. However, this also
means that you cannot attach JPEGs or GIFs to your emails to be faxed if it is turned off.
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FAIAGE’

Resolution and Retries — Managers Only!

User’s Guide

Resolution and Retries allows for three settings to be changed that influence FAXAGE’s
transmission of your outbound faxes:

e Resolution — The default is ‘fine’. Setting to ‘low’ results in lower quality faxes
that may transmit more quickly. Conversely, setting to ‘hyperfine’ results in the
highest quality of faxes at a cost of increased transmission time

e Number of Tries — Controls how many times the system will try a fax before
giving up. The default is three tries, but can be set from one to ten tries. The time
between tries is one minute

e Max Queue Time — Controls how long a fax can sit in the Queue at FAXAGE
before it will fail without sending. This does not speed up your faxes, but helps in
situations where you queue up many faxes on your line or lines and want the
system to stop sending your batch after a certain point in time. The default is 168
hours (7 days), but can be set anywhere from one to 168 hours

These are all company-wide settings that apply to all users and are not specifiable on a
user-by-user basis.
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FAXAGE?

User’s Guide
Cover Sheet — Managers Only!

By default, FAXAGE does not supply a cover page when faxes are sent via email. This
page allows you to set up the system to generate a cover page automatically, if this is
desired. It also auto-fills fields when using the website interface to send faxes, including
the addition of the logo, if one is uploaded here.
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Uploading a logo image will cause the system to put the logo at the top of the generated
cover sheet. The fields on the coversheet for From Name, From Company and From Fax
# will be auto-filled based on what is set here. The To: number will be filled in based on
where the fax is being sent and a recipient ATTN: will be added to the coversheet if the
‘To: (name)’ optional parameter is used when the email is sent (see the Fax to Email
documentation for a more detailed explanation of faxing by email and optional
parameters that can be used).

NOTE: If the ‘Has Logo?’ checkbox is checked, it means that a logo was previously
uploaded for this user. Un-checking it will remove whatever was previously uploaded.
This is only necessary if you are not uploading a new logo (which would just replace it),
but instead wish to just remove a logo from a user so that they have no logo at all.

NOTE: The ‘Active’ box must be checked, otherwise filling in the details just saves
them in the system, but does not turn on coversheet generation for the user. Conversely,
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unchecking the ‘Active’ box will turn off coversheet generation for a user that previously
had it turned on.
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FAXAGE’

Email Routing — Managers Only!

User’s Guide

If you are a manager and you choose Email Routing from the admin screen (under
‘Incoming Fax Settings’), you will be presented with the screen below. From this screen,
you can set up an unlimited number of users who will receive copies of faxes sent to a
particular line via email. The email address is determined by the current email address
that FAXAGE has for each user. By default, the initial user when you set up your account
is set up for email for the initial fax line you receive. Otherwise, only users that you add
here will be emailed. Faxes can also be picked up from the ‘receive’ screen in the
website.
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FAXAGE?

User’s Guide

Incoming Fax Format — Managers Only!

The Incoming Fax Format administrative tool allows a manager to set whether received
faxes will be in Adobe PDF (the default) or TIFF Image format. The ‘company default’
setting is the format for storage in the website and for every new user added. An
individual setting that differs from the company default setting will cause that user to
receive faxes in their specified format when faxes are emailed to them, but will not
influence the format they receive if they download from the receive screen in the website
(which is always the ‘company default’ setting).
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User’s Guide

Caller ID Blacklist — Managers Only!

The Caller ID blacklist is one mechanism that FAXAGE offers to help reduce FAX spam
to your account. If a number sends you junk, you can add it to your blacklist and the
FAXAGE system will automatically send a busy signal to future calls from that number.
You can also enter all 0’s (0000000000) to block all unidentified callers from faxing you.
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User’s Guide

Secure Email — Managers Only!

By default, FAXAGE attaches the fax itself as a PDF file to emails you receive when you
get a fax. The Secure Email option allows you to instead receive a link requiring you to
log in over a secure SSL connection to retrieve the actual fax, to have password
protection on the PDF, or to use PGP encryption to protect confidential faxes when they
are emailed to you. This can be useful in situations where faxed documents are highly
sensitive, for regulatory compliance purposes (HIPPAA, GLB, etc.) and for situations
where faxes are being received on a device such as a PDA or SmartPhone and download
of a PDF is not desired, just the notification.

Note that both the API and retrieving via the website are SSL secured automatically, so
this setting is only necessary for the email component of FAXAGE. Also, FAXAGE
supplies a TLS-enabled mail gateway that will automatically encrypt emails to you if
your email server is configured to support TLS. See our Secure Internet Faxing Data
Sheet for more details on FAXAGE security in general.

As with many of the administrative utilities in FAXAGE, per-user settings can be made
which override the company default setting for a particular user (allowing some email
addresses to receive via the ‘Secure Email’ mechanism, while others get standard
attachments). Note that the ‘PGP’ option is only available for users who have PGP keys
uploaded into FAXAGE (through the ‘PGP Keys’ tool under ‘Company Settings’).
Password is activated simply by typing in a password the system should use.
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Fax to Email Preview — Managers Only!

User’s Guide

Managers may turn on a ‘preview’ page using this tool. If this is on, then, when users
receive faxes in their email, an image of the first page of the fax received is embedded in
the body of the email.
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User’s Guide
Website Count Display — Managers Only!

Website count display is used to increase performance if you’re keeping a lot of faxes
stored in the FAXAGE website. Turning this off (it is on by default) makes the system
not show counts of how many faxes are ‘new’ (not downloaded from the website
previously) versus not when showing the line summaries on the receive page and when

logging in. If you have a lot of faxes and navigating the receive page is slow, then turning
this off should be helpful.
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User’s Guide

Month-to-Date Charges/Calls — Managers Only!

If you are a manager and you choose the Month-to-Date Charges/Calls from the admin
screen under Reports, you will be presented with the screen below. This screen:

=  Summarizes your monthly rate plan

= Shows current month-to-date usage and total charges

= Allows for download of call-detail records for the current month-to-date (both
inbound and outbound calls in both PDF or CSV for Excel format)

= For Historical invoices and calls, see the next option — Billing History and Call
Details
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Billing History and Call Details — Managers Only!

If you are a manager and you choose the Billing History and Call Details from the admin
screen under Reports, you will be presented with the screen blow. This screen:

= Shows each historical charge or credit on your account

= For monthly invoices, allows you to download the associated call details as a CSV
that can be opened with Excel for further analysis

= For monthly invoices, allows you to download a copy of the original invoice
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Busy Calls — Managers Only!

User’s Guide

For accounts that are set up for unlimited inbound (I.e.: accounts that are not ‘never
busy’), the Busy Calls report can be a useful way to monitor callers receiving a busy
signal as an indicator that purchasing more lines may be a good idea. The report basically
shows whenever a busy signal was generated by the system due to more simultaneous
calls arriving than the account had lines available at a given time. This should never
happen with a ‘never busy’ type of account.
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Audit Logs — Managers Only!

User’s Guide

Audit log access allows you to download detailed information regarding what your users
have been doing within your FAXAGE account. Please see the Internet Fax Auditing
Documentation for detailed information about the audit logging structure. This page
allows you to either view current logs (past 48 hours, plus current day) or to retrieve
historical logs for a given day. Historical logs are kept for seven days with the oldest logs
automatically being removed. So, if retaining these for a longer period of time is desired,
it is recommended to download and save them regularly.
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User’s Guide

Lists

The next option on the Navigation Menu after ‘admin’ is ‘lists’. Lists allow you to record
a name, fax number and optional comments about people you frequently fax. Using lists,
you can create new lists, edit and update existing lists and search for contacts stored in
your lists. You may also upload a CSV file generated with Excel or another suitable tool
in order to populate a list with entries.

Later, when we explore the ‘send’ function, you will see how lists can make sending to

frequently used recipients quick and easy. Lists can also be used to automate faxing the
same document to multiple people.

Creating a New List

When your account is set up, there are no lists created. To get started with using lists,
create a new list by giving it a name as shown:

FA x A.EE’ mair sand recalve folders lists admin logaut
siarie rre e aew
Sebect & current st o edit 2
| Fipnses add = istirst z] B3 .
slap 10 bpe & name for your bst
Type a name by sy 5 sepy Bk
[Test List e |
Type part of a name ta find matches = popr Bsts stap 2: chick to add the list

| |

Type part of a fax mesber in fmd satches in your lists

| - -1 B

Type part of a comesend te find matches b yor Bots

| B
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Editing a List

User’s Guide

Once you have created a list, you can select it from the top drop-down menu to edit it.
Editing a list allows you to:

* Add entries (people) to the list

=  Modify entries in the list

= Delete entries from the list

= Delete the list and all of its entries
= Download the list

Note that any user can use the full functionality of lists and that deleting entries or lists
cannot be undone. Therefore, remind your users to exercise caution with this tool in order
to avoid having to retype data into the system.

Below is a screen shot of the list editor after we selected the ‘Test List’ list that we just
created. There are currently no entries in the list.

F A HI’E-E’ main s recsive faldars lists admin |t
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Adding an entry

User’s Guide

There are two ways to add entries to your new list:

= Upload a file containing entries
=  Manually type in entries

In order to upload a file containing list entries, the file must be in the proper format. The
specification for the file is that it be a CSV file (comma-delimited) containing the
following columns:

Name, Number, Comments

Comments are optional, but Name and Number are required. The following series of
screen shots depict how to create the proper kind of file using Excel on Windows.

Step 1 - Create the Excel Spreadsheet with entries in it:

-4 Microsoft Excel - Book1

‘E Ble Edit View [Insert Format Tools Data  Window  Help
ﬁ - arial S0 B

I dR S 8 aa-Jd 9@ =-2| @

(0 S o S| @ M P | Y Reply with Changes.., End Review. E
AT = B
A | B | & | o | E | F | & | #H |
1 |Joe (303)555-1212
2 [Jim (523)555-1212 | This is a comment |
3 |Bob {405)9858-1212 |
4 |Sally | 2235551212
5 |[James | 12085551212
6 |George (1(236)555-1212 |
7 |
B
g

Note that phone numbers can be entered in just about any format, as shown above. The
only requirement is that they contain at least 10 digits.
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Step 2 — Save the file using ‘Save As’ to create a CSV file. Note that CSV (Comma
delimited) (*.csv) is selected under the ‘Save as type’ box at the bottom of the screen.

saveas 2| x|

Save in: |UD My Documents j @ -3 Q X Ca - Tods~
v DB2LOG
: )My eBooks
My Recent EﬁMy Music
Documents My Pictures
EM}' Shapes
@ "iMew Folder
Desktop ) Visual Studio 2005
o
My Documents
-P—g !
My Computer
.-g File name:  |Book 1.csv = |LI
My Network =
Flaces Save as type: |5y (Comma delimited) (*.csv) i Sl L

| SRR R, WS NV - DLy
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Step 3 — Upload the file into FAXAGE

raxace [

User’s Guide
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Wy Metwork File name: |Enuk‘|.csv j ‘Open
Places >
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F A x_A-E;-é.’ mair [ i B 5 folders lists admin logaut
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I + /
B
/
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Step 4 — List entries will now appear
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The second method for adding entries to a list is to type them in manually. The following
directions relate to this approach.

Step 1 — Click the arrow to add an entry

FA x AGE ' [ =Tw=]J1= Falders lists =dmin lagouk
rekarie v oferer e

Select & current Bst o edit it Editimg List: Test List Click the ¥ tn delete this kst 5

[ Tt Lime j' | Ugdead Bit edtrins | Erowes: |ﬂ

Type a name be sdd & merr Rst |E!--| -

| B

Type part of a name te find matches b yomr Bsts -'"-.__

[ |

click here to add an entry
Type part of a fax mpmber o fimd matches in your lists

I | | |

Type part of a comesent te find matches s yomr Bsts

| |
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Step 2 — Type in the details for your new entry. Name and Fax Number are required,
Comments are optional.

F A x_A-r_;-E...’ mair E it = 5 folders lists =3min logaut
rednrie e e amaw
Select & current st in edit & Add & now entey - STEP - type datalls here
[ TesiLint =] E
Hame line
Type a8 name bty sdd & mey st Fag Mumber 1] - 585 - 1718
I :] ThATES EC@ IO CCTNMCNTE .
Type part of & name te find mabches s yomr Bk
| B
Cpmmpniy
Type part of a fax mesber in fmd satches in your lists
| | -l B
Type part of o comesend te find matches b yomr Buts —.
£ | IEEIESTE | step 2 chck to add the entry

Step 3 — Your new entry is now added to the list as shown.

FAXAGE »y main =2 e e status folders lisks adrnin lesgyot

vl e ol e D e

womegs e ankZeed

Select o et |ist te et it Edting List; Test List Click the % bp deletn this |ist %
|T'"j Lt ]' B Uplaad list entees | HitrwEa. . I

Type & mamse o add a new list E-_ .

— > Frmp S —

Type pari of & mese io fmd mafches in your lisis

| B
Type partt of & fag number ta find matches s wpopr Bt
I -| -| B

Type part of & comment to fed matches in your lists

| B
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Editing and Deleting Entries

User’s Guide

To edit or delete an existing list entry, use the appropriate button as shown below. If there
were multiple entries, the next entry would appear on a new line. The list editor will
scroll in order to support an unlimited number of entries (though a reasonable limit of a
few thousand per list is recommended, just to help with load time in your browser).
Entries are always displayed in alphabetical order when editing a list.

F A x ;G-Eh, nain == (= =1n = abatus falders: ligts admin lesgyot

Eo L TR
Lyt Job ot click to &d this entry
Select o et |ist te et it Edting List; Test List Click the % bp deletn this |ist %
|T'"j L=t ]' ¥ Uplaad list entes | HitrwEa. . |
Trpe & mame to add @ news s 1 I =
| :: EI;H |I:II:-:I -2 R et e |:"\-|H A" A mmmants
Type pari of & mese io fmd mafches in your lisis
| =

chek 1o delefe et andn,
Type partt of & fag number ta find matches s wpopr Bt " !
I -| -| D
Type part of & comment to fed matches in your lists
| =
4 3 I

Editing the entry will bring up the screen depicted under manually adding an entry above
and will allow you to type in new details to save for this list entry. Deleting the entry will
immediately remove it from the system.
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User’s Guide

On the left side of the lists screen, you can search for entries in your lists by name, by fax
number or by comments. Each of these will accept part of a name, fax number or
comment and show all matches. For the sake of example, we will search for our ‘Joe’
entry by looking for names containing ‘Joe’. We could as easily search for ‘j’ to pull up
all entries with the letter ‘j” in them. The matching is based on ‘containing’ rather than
‘begins with’ logic and is not case sensitive. That is, capital and lower case letters are the
same in this search and someone named ‘Billy Joel” would match ‘joe’ as a search term.

Here is the search screen filled out:

F A KIE-E’ main sl e =1 M=) foldars lisks admin |zt
T e

Select a cwrresd list be et it

|THJ List '| =

Type & name o add a new it

| = fype all or part of & name

Type part of & mamse o fmd matches jnyuur sty

|E = click ta mn B search

Type part of & fax number te find matches s yoer Bty

I -| -| )

Type part of & comment to fed matches in your lists

r +
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And here are the results of our search. The keyboard button opens the list editor to this
entry, the icon of a fax machine allows you to immediately send this entry a fax, and the
‘X’ icon allows you to delete the entry from whatever list it is in from this screen (as
opposed to having to pull up the editor and scroll through if you have a large list).

FAXAGE y main == B e falders lists adrnin lzagycit

vl e ] e e e

Gelect a cerredd 5T be T it

List pegrch ropeits
ITnler’.l 'r| Kl
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Toged & Bbsied 1o add a news list 1 metrhes fourd
I = Mame List Mame Fag Mumber Comments fuptigs
i
Jom  Tastlbk  [(AMIAA-1LILE Thase arm mams mmm.lﬂﬁ@

Treed gt of & Sl 1o Tisedl sasTchess In your lists —
I— 5| L —— - -

_,—t—'____'_'_ .-"-- -

—_— ____.-"' A
Tyt g2t ol & fax number te find matches i peer Bsts | edd 1hls enbry L -
e .-'
[ - -| B - y
cafd a lax 1o Hhas iy A

Tyeet paet of & Comment to Tl sestchas In your lists tlaliate this by

| [

Search by fax number or by comment works similarly to name and will yield the same
options shown here for whatever match or matches are found.
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After lists, the next function on the Navigation Menu is ‘folders’. The folders screen
allows you to file your faxes for later viewing or reference.

Creating a New Folder — Managers Only!

If you are a manager, you will be presented with the option to create a new folder. In
order to do this, type a new folder name and click the arrow as shown to create the folder.

F A x EE‘} main 2] (= =110 ] gtatus falders lisks admin lizagyca it
e Lol -l L

Creste a New FuldrrFmslu Simwe] 0l bypre & name and click e amow
to add a new falder

[2) B Gerwral Fames (7 files) i@ ¥ Aename
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Once you have created the folder, it will appear as shown below:

User’s Guide

F A- x_A.‘E-é" mair sand receive folders lists =dmin logoutk
reiarin Tve oferes s
Craate & M Febier | [
d__,__-mana.gns_ chek 1o dislela
F_‘. EC Gunara Fasas (7 Mas] i ¥ Ranams f"'f folder and all files in ¥
— —_— F\_,i
||3|F-:-=r=- tn Sawe (0 fles=] l_'i_lf | Reneme —
“_"fx - _—_————managns_ chek to change this
K i . B L folder's nanme
-, rmanagers, click to assign permissions

chck 1o open folder and view files

If you have created more than one folder, each folder will appear on its own line and
folders will appear in alphabetical order by name. Note that a user will not have access to
a newly created folder until a manager uses the padlock button to assign permission on
the folder to that user.

Note that a folder can only be deleted if it is empty. The system will return a message to
either delete the files or move them to another folder first if a folder that is not empty is
attempted to be deleted.
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Setting Folder Security — Managers Only!

User’s Guide

By clicking the padlock button, as shown above, managers may assign users permissions
to access a folder. Any one of 4 access levels may be set on a folder as described below:

Access Level Description
No Access The user has no access — this is the default
Read Only The user may view/download files stored in the folder

Move and Rename | The user has Read Only, plus they can rename files in the folder
and move files to another folder. Moving files requires that the
user also have Move and Rename on the destination folder

Delete The user has Read Only and Move and Rename permissions, plus
they can delete files stored in the folder

The screen shot below shows the steps for assigning user permissions on a folder after the
padlock icon has been clicked

Fn xza? main T = =] 3 lisks admin |zt
e rrm oo

Creste a .

Naw | = Sut seowrity on Folder Faoes e Save
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arckhar foddar, the user Mot also have Bove ard Renames pamission on the destinatic
foldar

% Dakin - User can dakts Mas in e P dar
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Has] h L
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Viewing Files in Folders

User’s Guide

For the sake of example, we have added a fax to the ‘Faxes to Save’ folder. Next, when
we review the ‘receive’ screen, you will see how this is done. For now, the following
screen shot shows what it looks like when a folder with faxes in it is opened by clicking
the folder icon to the left of the folder name. Note that a user may see some, all or none
of these options, depending on the access level assigned by a manager.

FAX AGE!
vipidin il e
:::“' | ] ] Fames te Save click te parform actions (rename, move or delels)
Falder Filp Fox el Formsssr Mo Te Falder "'“El-?l!l.i_“ tﬁg::]ns
ol T T T T e — = _ 2inlk-13-24 —a e
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When you click the receive option from the Navigation Menu, you will be taken to the
receive screen. From here, you can view faxes, forward faxes (by fax or email), rename
faxes, delete faxes and/or move faxes to folders for storage. Note that users do not have
access to fax lines until a manager grants access. Each user needs ‘read/send’ on at least
one line in order to be able to send faxes out as well as to read faxes on that line.

The receive screen looks like this when you first open it:
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When you click the fax machine icon for a line on the receive screen, you will be
presented with a screen showing all the faxes received on that line along with actions that
can be taken on those faxes. Note that a user may see all, some or none of these options
depending on their access level. We will look at setting security on fax lines next.
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Note that selecting a folder under ‘Move to Folder’ and clicking the arrow button will
move the fax off the fax line and into the specified folder. This was how we moved the
file in the previous example under the ‘folders’ section.

Also note the ‘paging controls’ above. FAXAGE will break faxes into pages of 50 faxes
each, in order to help with browser load times. The paging controls allow you to scroll
through the pages. Faxes are arranged from newest to oldest.
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By clicking the padlock button next to a fax line, a manager may set access levels on the
fax line for each user. By default, users have no access to fax lines unless a manager sets
it for them. The process works in the same way as setting security on a folder, but the
access levels are slightly different. The table below details the possible access levels:

Access Level Description

No Access The user may not access this line for sending or receiving — This is
the default

Read/Send The user may read/download faxes received on this line and may

utilize this line for sending faxes and forward faxes from this line

Move and Rename | The user has Read/Send permission plus they can rename received
faxes and move them to folders. In order to move a fax to a folder,
the user must also have Move and Rename permission on the folder
that they are moving the fax to

Delete The user has Read/Send permission and Move and Rename
permission, plus they can delete faxes received on this line

The screen shot below shows how these settings are made:
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Received faxes may be forwarded by fax or by email by clicking the arrow icon to the
right of the fax on the receive screen. The following screenshots depict this process.

Step 1 — Click the forward button
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Step 2 — Select whether to forward via Fax or via Email
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Step 3 — Fill in appropriate details depending on fax or email forwarding selection

Forwarding by Email
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By choosing Send from the Navigation Menu, you can send faxes to individuals or to
groups of people by using your lists.

When you initially start the sending process, you will be asked to manually specify
recipients, send from a list, send to a recently sent to destination or send to an entry on
your phonebook (set up with the ‘Phonebook’ option under ‘Admin’) as shown:
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step 1: select the reciplent type

If you choose the option to Manually Specify, you will be presented with a screen to type
the name and number to fax to. If you use your phonebook or a recently sent entry from
the dropdown, these fields will be pre-filled-in for you, and you can just click the arrow
to continue.
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If you choose to fax from a list, you will be presented with the option of searching for list
entries (just like on the lists screen) or pulling up an entire list as follows:
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Once you have either searched or displayed an entire list, your results will be presented.
In this example, we chose to pull up all entries in our ‘Test Customer List’. Check the
ones you want to fax and click the arrow to continue. Note the ‘Deselect All” option. By
default, all matches are selected for faxing. If you accidentally click this, the button
changes to ‘Select All’, so that you can re-select all your matches if desired.
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Whether you chose to fax manually or from a list, you have now either specified or
chosen your recipient(s). You will be presented with a screen at this point to choose the
‘type’ of fax you want to send from the following options:

= Upload file(s) — This option means you will upload one or more files to fax and
may use a cover sheet in front of the files, depending on whether or not you select
the option to do so
Free form fax — Select this option to only fill out a cover sheet and send it without
uploading anything

Both options allow for email notification to be set up so that you will be emailed
with status when the fax completes
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If you chose Upload file(s), you will be presented with the file upload screen next.
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In order to upload a file, click the ‘Browse ...” button, select the file from your computer
and then click ‘Add File’. When the file is done uploading, it will appear in the ‘Select
Files to Fax’ box at the bottom of the screen as shown below:
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Repeat the process above to upload multiple files.

When you are done uploading, make sure all the files you want to fax are highlighted
(select multiple files by holding down the ctr/ key and clicking, they will all be selected
by default unless you’ve clicked one or more in the meantime) and then click either
‘Continue’ or ‘Send Fax’. The button will appear in the same place, but will be labeled
‘Continue’ if you chose to create a cover sheet (because you need to continue to the cover
sheet page) or ‘Send Fax’ if you chose not to, as the fax is now ready to be sent in this
case.

If you wish to clear the list and start over with uploading, click the ‘Clear List’ button.

Once you are done uploading or have selected Free form fax, you will see the following
screen. Note that the ‘Upload file(s)’ option without a coversheet will simply send the fax
when the file uploading is done and the ‘Send Fax’ button (in place of ‘Continue’ above
is clicked). In that case, the system will not display this next screen.
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Fill out the details that you wish to put on the cover sheet and click ‘Send Fax’ to send
the fax. Note that many of these details can be pre-filled by using the ‘Cover Sheet’ tool
in the ‘Admin’ section under ‘Outgoing Fax Settings’.

Something like the following screen will appear at this point:
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Note that the ‘Notify me of status via email’ was used in this example. The system will
acknowledge at this point whether or not it is going to send a status email. Also, had this
fax been to multiple list entries, it would say how many faxes are being set up (in this
case, just one)
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Once you have sent a fax, you can check its status by using the ‘status’ Navigation Menu
option.

Managers can view all faxes for the entire company. By default, when ‘status’ is clicked,
you are viewing only faxes sent by your account.

Also note the option to download the status details into Excel for further analysis.
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The screen shot below shows what the status screen looks like if ‘Show Details’ is
clicked above.

A successful job, a failed job and a pending job are shown.
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Columns in green text can be clicked to sort the display by that column. In addition:

The Delete option allows you to delete a fax once it has finished
e A ‘Re-Send’ option appears once a fax is finished, allowing it to be retried or sent
to a different number. See the next section for a description
e While a fax is pending, there is a ‘Stop’ option rather than ‘Delete’. The ‘Stop All
Pending’ button above the list is equivalent to pressing ‘Stop’ on every Pending
record
e The display will be paginated on 100 records per page. The paging controls can
be used to scroll through if you have more than 100 sent fax records
e Additional viewing options appear once a fax has been sent, these are:
o TIFF — View what the sent fax looked like as a TIFF Image file
o PDF — View what the sent fax looked like as a PDF file
o Trans — View a ‘Transmittal Page’ for the sent fax including date/time,
destination, duration, status and a reduced-size copy of the first page
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Re-sending a Sent Fax

Once a job has completed with either a successful or failed status, note the ‘Re-send’
option on the screen above. Clicking this will allow you to re-send the completed fax to

the same fax number or a different fax number. The screenshot below depicts a re-send of
the failed fax shown above.
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Additional Features

Email to Fax

Email to Fax is a feature that allows you to send an email and have an attached file faxed
out. In order to utilize this feature, you must send the email from an address that is
associated with a valid FAXAGE user account on the system.

Basic use of Email to Fax works like this:

1. Address an email to (number)@faxage.com — for example
3035551212@faxage.com if you wanted to send a fax to 303-555-1212.

2. Attach the file or files you want faxed out. The system will collate multiple
attachments in the order you attach them (I.e.: the first thing attached will be first
when the fax is generated)

3. Send the email

The system will then send a receipt that it got the job and a further receipt when the job
has completed, acknowledging the status of the job (success or failure and reason if the
job failed, such as busy, etc.).

Note that there are several Administrative tools, explained earlier in this guide, that can
be used to control various pieces of functionality around how email to fax will work with
your account. Also, please see the separate email sending documentation for a more
detailed explanation of the advanced options available for Email to Fax.

Fax to Email

Fax to Email is a feature that allows you to receive faxes in your email. By default the
initial email address you put in when you set up your FAXAGE account will receive an
email whenever a fax comes in with the fax attached to the email as a PDF file.

The ‘User Accounts’ and ‘Email Routing’ sections under the ‘Admin’ section of this
document explain how to set up additional email addresses (users) to also receive emails.
The ‘Secure Email’ option (also under ‘Admin’) allows for emails to contain a link to
download instead of an attachment, to password protect the attachment or to use PGP for
security purposes. Finally, the ‘Fax Format’ option (also under ‘Admin’) controls
whether the attachments will by PDF or TIFF Image format.
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Web API

The Web API allows a programmer to custom-create their own application using
FAXAGE as a Fax backend service. The API provides access to sending and receiving
faxes, checking status, number provisioning, call detail record pulls and more through a
programmatic interface. If this is of interest, please download the FAXAGE API

documentation from our website here:

http://www.faxage.com/docs.php
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Conclusion

At EC Data Systems, we pride ourselves on producing easy to use solutions that make
people more productive. We hope this guide has been informative and helpful not only in
using FAXAGE, but also in making your business more efficient and effective.

Again, if you have any questions, comments or suggestions related to this guide or to the
FAXAGE system, do not hesitate to contact us.
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